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�� '(6&5,37,21

7KH�66(�6HULDO�(QFU\SWHU�LV�D�GDWD�SULYDF\�HQFU\SWLRQ�PRGXOH�IRU�56����DQG
56������ZLUH�DSSOLFDWLRQV���,W�LV�GHVLJQHG�IRU�XVH�LQ�OHJDF\�VHULDO�DSSOLFDWLRQV�ZKHUH
EORFN�HQFU\SWLRQ�GHYLFHV�PD\�QRW�ZRUN���$�IL[HG�NH\�GHVLJQ�DQG�WKH�VHOI�
V\QFKURQL]LQJ�VWUHDP�FLSKHU�HOLPLQDWHV�WKH�QHHG�IRU�QHJRWLDWLRQ�EHWZHHQ�WKH�66(
GHYLFHV�DQG�DOORZV�XVH�RYHU�XQLGLUHFWLRQDO�FRQQHFWLRQV�
)($785(6
x 5R+6�FRPSOLDQW�
x $GYDQFHG�(QFU\SWLRQ�6WDQGDUG��$(6��ZLWK�XVHU�VHOHFWDEOH�����ELW������ELW��RU

����ELW�NH\�
x ��%LW�&LSKHU�)HHGEDFN�0RGH��&)%���SURYLGLQJ�D�VHOI�V\QFKURQL]LQJ�VWUHDP

FLSKHU��VXLWDEOH�IRU�XVH�RYHU�QRQ�HUURU�FRUUHFWHG�VHULDO�OLQNV�
x )L[HG�NH\�RSHUDWLRQ�DOORZLQJ�XVH�LQ�XQLGLUHFWLRQDO�RU�EL�GLUHFWLRQDO�SRLQW�WR�SRLQW

DQG��SRLQW�WR�PXOWL�SRLQW�DSSOLFDWLRQV�
x 3VHXGR�5DQGRP�1XPEHU�*HQHUDWRU�EDVHG�RQ�$16,�;�����$SSHQGL[�$�����XVLQJ

$(6�
x 1R�SURSULHWDU\�DOJRULWKPV���8VHUV�PD\�XVH�D�VLQJOH�66(�DQG�WHUPLQDWH�WKH�FLSKHU

VWUHDP�ZLWK�WKHLU�RZQ�DSSOLFDWLRQ�XVLQJ�DQ\�$(6�&)%��LPSOHPHQWDWLRQ�WKDW
IROORZV�WKH�1,67�JXLGHOLQHV�

x (QFU\SWLRQ�PD\�EH�HQDEOHG�GLVDEOHG�YLD�FRQWURO�VLJQDO��DOORZLQJ�XVH�ZLWK�GLDO�XS
PRGHPV�RU�DQ\�'&(�GHYLFH�WKDW�SURYLGHV�D�'&'�RXWSXW�XSRQ�FRQQHFWLRQ�

x 6XSSRUWV�VWDQGDUG�EDXG�UDWHV�IURP�����WR�������
x 7\SLFDOO\�RQH�FKDUDFWHU�WLPH�RI�ODWHQF\��SHU�66(�GHYLFH��LQ�SRLQW�WR�SRLQW�PRGH���$

���FKDUDFWHU�V\QFKURQL]DWLRQ�VWULQJ�LV�UHTXLUH�XSRQ�LQLWLDO�FRQQHFWLRQ�
x (QFU\SWLRQ�UDWH������ELW�PRGH�������FKDUDFWHUV�SHU�VHFRQG������ELW�PRGH������

FSV������ELW�PRGH��������FSV�
x 6RIWZDUH�VHOHFWDEOH�56����DQG�56������ZLUH�LQWHUIDFHV���0D\�EH�XVHG�DV�D�56���

WR�56����FRQYHUWHU�
x 3DVV�WKURXJK�RI�WZR�LQSXW�DQG�WZR�RXWSXW�FRQWURO�VLJQDOV�ZKHQ�XVHG�LQ�56���

PRGH�
x (WKHUQHW�LQWHUIDFH�IRU�HDV\�WR�XVH�ZHE�EDVHG�VHWXS���7HOQHW�DQG�VHULDO�VHWXS

PRGHV�DOVR�DYDLODEOH�
x �Y�¥���Y�'&�SRZHU�����9$&�SRZHU�VXSSO\�LQFOXGHG�
x ���9$&�DQG����9$&�SRZHU�VXSSOLHV�DYDLODEOH��VSHFLI\�FRXQWU\�
x ��9'&�DQG����9'&�SRZHU�VXSSOLHV�DYDLODEOH
x �����WR�����&�RSHUDWLQJ�WHPSHUDWXUH�UDQJH
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$33/,&$7,216
127(

7KH�&OHDU�7H[W�VLGH�RI�WKH�66(�LV�3RUW�����3RUW���LV�WKH�(QFU\SWHG�VLGH�

3RLQW�WR�SRLQW�PRGHP�FRQQHFWLRQV��GLDO�XS��OHDVHG�OLQH��FHOOXODU��UDGLR��HWF�
7KH�66(�PD\�EH�XVHG�LQ�PRGHP�DSSOLFDWLRQV�ZKHUH�WKH�66(�LV�SODFHG�EHWZHHQ�WKH
GDWD�VRXUFH�DQG�WKH�PRGHP�

7KH�66(�PD\�EH�FRQILJXUHG�WR�G\QDPLFDOO\�HQWHU�DQG�H[LW�HQFU\SWLRQ�PRGH�EDVHG�RQ
WKH�VWDWH�RI�WKH�FDUULHU�VLJQDO�SURYLGHG�E\�WKH�PRGHP���7KLV�DOORZV�WKH�FRQWUROOLQJ
FRPSXWHU�WR�FRQILJXUH�DQG�GLDO�WKH�PRGHP���2QFH�WKH�FRQQHFWLRQ�LV�HVWDEOLVKHG��WKH
PRGHP�ZLOO�DVVHUW�FDUULHU�FDXVLQJ�WKH�66(�WR�HQWHU�HQFU\SWLRQ�PRGH�

8QLGLUHFWLRQDO�EURDGFDVW�DSSOLFDWLRQV
7KH�66(�PD\�EH�XVHG�LQ�EURDGFDVW�RU�GDWD�IHHG�DSSOLFDWLRQV�ZKHUH�D�FRQWLQXDO
VWUHDP�RI�GDWD�LV�VHQW�WR�RQH�RU�PRUH�ORFDWLRQV�

7KH�&)%��HQFU\SWLRQ�PRGH�DOORZV�WKH�UHFHLYHUV�WR�FRPH�RQ�OLQH�DW�DQ\WLPH���7KH
UHFHLYHUV�ZLOO�EH�DEOH�WR�V\QFKURQL]H�WR�WKH�GDWD�VWUHDP�ZLWKLQ����FKDUDFWHU�WLPHV�
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6&$'$�SROOLQJ�DSSOLFDWLRQV
7KH�66(�PD\�EH�XVHG�LQ�SRLQW�WR�PXOWL�SRLQW�SROOLQJ�DSSOLFDWLRQV�SURYLGHG�WKHUH�DUH
VHSDUDWH�FKDQQHOV�DYDLODEOH�IRU�RXWERXQG�DQG�LQERXQG�GDWD�

$GGLWLRQDO�ODWHQF\�ZLOO�W\SLFDOO\�EH���FKDUDFWHU�WLPHV�IRU�WKH�3ROO�5HTXHVW�DQG���
FKDUDFWHU�WLPHV�IRU�WKH�3ROO�5HVSRQVH�

,1$335235,$7(�$33/,&$7,216
7KH�66(�PD\�QRW�EH�XVHG�LQ�SRLQW�WR�PXOWL�SRLQW�DSSOLFDWLRQV�ZKHUH�WKH�PDVWHU�DQG
VODYH�GHYLFHV�DOO�VKDUH�D�VLQJOH�GDWD�FKDQQHO���$Q�H[DPSOH�RI�WKLV�ZRXOG�EH�D�56������
ZLUH�PXOWL�GURS�DSSOLFDWLRQ���7KLV�W\SH�RI�DSSOLFDWLRQ�FDXVHV�WKH�VODYHV�WR�FRQWLQXDOO\
ORVH�V\QFKURQL]DWLRQ�ZLWK�WKH�PDVWHU�
7KH�66(�PD\�QRW�EH�XVHG�LQ���ELW�DSSOLFDWLRQV���7KH�66(�XVHV�DQ���ELW�HQFU\SWLRQ
PRGH��WKXV�UHTXLUHV�DQ���ELW�GDWD�SDWK�RQ�WKH�HQFU\SWHG�VLGH�RI�WKH�FRQQHFWLRQ�
+RZHYHU�LW�LV�DFFHSWDEOH�WR�KDYH���ELW�ZLWK�SDULW\�RQ�WKH�FOHDU�VLGH�SURYLGHG�WKDW�WKH
HQFU\SWHG�VLGH�LV���ELW�QR�SDULW\���,Q�WKLV�FDVH��WKH�SDULW\�ELW�LV�WUHDWHG�DV�GDWD�DQG
WUDQVPLWWHG�HQG�WR�HQG�
7KH�66(�VKRXOG�QRW�EH�XVHG�LQ�DSSOLFDWLRQV�ZKHUH�WKH�66(�LV�UHOLHG�XSRQ�IRU�GDWD
LQWHJULW\��RU��XVHU�DXWKHQWLFDWLRQ���7KH�66(�LV�VWULFWO\�DQ�HQFU\SWLRQ�GHYLFH�SURYLGLQJ
GDWD�SULYDF\���*DUEDJH�LQ�ZLOO�UHVXOW�LQ�JDUEDJH�RXW�
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66(�)URQW�9LHZ

66(�5HDU�9LHZ
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�� 63(&,),&$7,216

��� *HQHUDO
x 7ZR�DV\QFKURQRXV�56����SRUWV
x '(��3��3&��SLQ��FRQQHFWRUV��'7(�LQWHUIDFH
x 6SHHGV�WR������.ESV
x &DQ�EH�FRQILJXUHG�YLD�56����VHULDO�SRUW��RU�YLD�(WKHUQHW�SRUW�XVLQJ�WHOQHW��RU�ZHE

EURZVHU�
x 'HIDXOW�,3�DGGUHVV����������������
3URWRFRO�)HDWXUHV
x $GYDQFHG�(QFU\SWLRQ�6WDQGDUG��$(6��ZLWK�XVHU�VHOHFWDEOH�����ELW������ELW��RU

����ELW�NH\�
x ��%LW�&LSKHU�)HHGEDFN�0RGH��&)%���SURYLGLQJ�D�VHOI�V\QFKURQL]LQJ�VWUHDP

FLSKHU��VXLWDEOH�IRU�XVH�RYHU�QRQ�HUURU�FRUUHFWHG�VHULDO�OLQNV�
x 3VHXGR�5DQGRP�1XPEHU�*HQHUDWRU�EDVHG�RQ�$16,�;�����$SSHQGL[�$�����XVLQJ

$(6�
��� (QYLURQPHQWDO

x 2SHUDWLRQDO�7HPSHUDWXUH������WR�����&
x 6WRUDJH�7HPSHUDWXUH������WR�����&
x +XPLGLW\�������1RQ�FRQGHQVLQJ

��� 3K\VLFDO���(OHFWULFDO
x 3RZHU�UHTXLUHPHQWV����WR����9'&����ZDWWV�
x ��������9'&�DQG�����9$&�RSWLRQV�DUH�DYDLODEOH
x 6XSSOLHG�ZLWK�����9$&�SRZHU�VXSSO\
x ��Ú¨�ZLGH�[��¨�ORQJ�[��¨�KLJK
x :HLJKW�������RXQFHV

��� 6HWXS�&RPPDQGV
6HW�/$1�&RQILJXUDWLRQ�
6HULDO�3RUW�&RQILJXUDWLRQ
&LSKHU�&RQILJXUDWLRQ
&RQILJXUDWLRQ�$FFHVV
'LVSOD\�&RQILJXUDWLRQ�6HWWLQJV
$OJRULWKPV�7HVW
5HVHW�&RQILJXUDWLRQ�WR�'HIDXOW
6DYH�DQG�([LW
([LW�ZLWKRXW�6DYLQJ
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�� ,167$//$7,21

��� 8QSDFNLQJ
7KH�IROORZLQJ�LV�LQFOXGHG�ZLWK�HDFK�XQLW�
x 8QLW�DQG�H[WHUQDO�$&�SRZHU�VXSSO\
x 6HULDO�FDEOH�IRU�FRQQHFWLRQ�WR�D�3&�IRU�LQLWLDO�FRQILJXUDWLRQ�
x 0DQXDO
x ,QIRUPDWLRQ�UHJDUGLQJ�ZDUUDQW\��PDLQWHQDQFH�FRQWUDFWV�DQG�UHSDLU

��� 6HWXS
7KH�66(�PXVW�EH�SURSHUO\�FRQILJXUHG�EHIRUH�XVH���6HH�6HFWLRQ���IRU�FRQQHFWLRQ�DQG
FRQILJXUDWLRQ�LQIRUPDWLRQ�

��� &RQQHFWLRQV
7KH�56�����VHULDO�SRUWV�RQ�WKH�66(�DUH�FRQILJXUHG�DV�'DWD�7HUPLQDO�(TXLSPHQW
�'7(����7KLV�LV�WKH�VDPH�FRQILJXUDWLRQ�XVHG�RQ�3&�&20�SRUWV���7R�FRQQHFW�WKH�66(�WR
SHULSKHUDO�HTXLSPHQW��XVH�WKH�VDPH�FDEOH�WKDW�ZRXOG�EH�XVHG�WR�FRQQHFW�WKDW
HTXLSPHQW�WR�D�3&�&20�SRUW���6HH�6HFWLRQ���IRU�PRUH�LQIRUPDWLRQ�
&RQQHFW�KRVW�DQG�WHUPLQDO�GHYLFHV�WR�66(�3RUW����&OHDU�7H[W����&RQQHFW
FRPPXQLFDWLRQV�HTXLSPHQW�WR�3RUW����(QFU\SWHG��

��� 'HIDXOW�&RQILJXUDWLRQ
7KH�IDFWRU\�GHIDXOW�VHWWLQJV�IRU�WKH�66(�DUH�DV�IROORZV�
,3�$GGUHVV����������������
6HULDO�3RUWV���56��������������3RLQW�WR�3RLQW�PRGH
(QFU\SWLRQ���(QDEOHG
7R�UHVHW�WKH�XQLW�WR�IDFWRU\�GHIDXOWV�SHUIRUP�WKH�IROORZLQJ�VWHSV�
�� 'HSUHVV�DQG�KROG�WKH�6(783�VZLWFK�
�� $SSO\�SRZHU�WR�WKH�66(�
�� &RQWLQXH�KROGLQJ�WKH�6(783�VZLWFK�XQWLO�WKH�581�LQGLFDWRU�EHJLQV�IODVKLQJ�
�� 5HOHDVH�WKH�6(783�VZLWFK�DQG�ZDLW�IRU�WKH�XQLW�WR�UHVHW�
�� :KHQ�WKH�581�LQGLFDWRU�FRPHV�RQ�VROLG��WKH�XQLW�LV�VHW�WR�IDFWRU\�GHIDXOW�
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�� &21752/6�$1'�,1',&$7256

��� &RQWUROV
$�SXVKEXWWRQ�VZLWFK�WR�LQYRNH�VHULDO�SRUW�VHWXS�LV�DFFHVVLEOH�WKURXJK�D�VPDOO�KROH�RQ
WKH�UHDU�RI�WKH�XQLW���8VH�D�SDSHU�FOLS�WR�SUHVV�WKH�VZLWFK�

��� ,QGLFDWRUV
,QGLFDWRU &RQGLWLRQ 0HDQLQJ

/$1 <HOORZ
*UHHQ

���0%�/$1�FRQQHFWLRQ
����0%�/$1�FRQQHFWLRQ

'&'�2Q 21 &20���'&'�LV�21
5XQ 21

)ODVK
8QLW�KDV�SRZHU�DQG�LV�ZRUNLQJ�SURSHUO\
6HULDO�6HWXS�0RGH�DFWLYH

(QFU\SWLQJ 21 (QFU\SWLRQ�LV�HQDEOHG
&RP��7[ 21 6HULDO�GDWD�RXW�&20��
&RP��7[ 21 6HULDO�GDWD�RXW�&20��
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�� &21),*85$7,21�	�0$1$*(0(17

��� ,QWURGXFWLRQ
,QLWLDO�VHWXS�RI�WKH�66(�LV�DFFRPSOLVKHG�XVLQJ�VHULDO�SRUW�&RP����$IWHU�LQLWLDO
FRQILJXUDWLRQ��D�ZHE�EURZVHU�RU�7HOQHW�FRQQHFWLRQ�PD\�EH�XVHG�LI�WKH�XQLW�ZDV
FRQILJXUHG�IRU�/$1�RSHUDWLRQ�

��� &RQQHFWLRQV�DQG�6HWXS
7KH�66(�FDQ�EH�VHW�XS�WKURXJK�VHULDO�SRUW�&RP����&RQQHFW�D�3&�WR�VHULDO�SRUW���XVLQJ
WKH�FDEOH�SURYLGHG���,I�DQ�DV\QFKURQRXV�WHUPLQDO�LV�XVHG��D�QXOO�PRGHP�FDEOH�LV
UHTXLUHG
8VH�DQ�DV\QFKURQRXV�WHUPLQDO�RU�D�3&�XVLQJ�D�FRPPXQLFDWLRQV�SURJUDP�VXFK�DV
+\SHU7HUPLQDO���6HW�WKH�WHUPLQDO�WR������ESV����GDWD�ELWV��QR�SDULW\����VWRS�ELW��DQG
QR�IORZ�FRQWURO�
3UHVV�WKH�6HWXS�VZLWFK�WKURXJK�WKH�KROH�LQ�WKH�UHDU�RI�WKH�FDVH���3UHVVLQJ�WKH�VZLWFK
ZLOO�EULQJ�XS�WKH�IROORZLQJ�VFUHHQ�

��� 6HULDO�0RGH�DQG�7HOQHW�6HWXS�6FUHHQV
Serial Encrypter V1.0

-----------------------------------------

 Configuration setup.

[Press any key to continue]

$IWHU�SUHVVLQJ�DQ\�NH\�

 Main Menu

------------------------------------------

 1  Set LAN Configuration,

 2  Serial Port Configuration

 3  Cipher Configuration

 4  Configuration Access

 5  Display Configuration Settings

 6  Algorithms Test

 7  Reset Configuration to Default

 8  Save and Exit

 0  Exit without Saving

Choose a Number =>

7R�PDNH�FRQILJXUDWLRQ�FKDQJHV�LQ�WKH�IROORZLQJ�VFUHHQV��HQWHU�WKH�QXPEHU�RI�WKH�LWHP
WR�FKDQJH�IROORZHG�E\�D�VSDFH�DQG�WKH�QXPEHU�RI�WKH�QHZ�VHWWLQJ���:KHQ�ILQLVKHG�
VHOHFW�LWHP����6DYH�DQG�([LW��IURP�WKH�PDLQ�PHQX�
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����� 6HW�/$1�&RQILJXUDWLRQ
LOCAL UNIT CONFIGURATION:

 Local Address: 205.166.54.254       MAC Addr: 00:60:E9:02:60:CB

 Gateway Address: (NOT SET)          Subnet Mask: 255.255.255.0

SET LOCAL UNIT CONFIGURATION:

 1  Local IP Address

 2  Gateway IP Address

 3  Subnet Mask

 0  -- Return to previous menu

EXAMPLE: To set local IP address to 192.168.0.10

   => 1 192.168.0.10

Enter Command =>

����� 6HULDO�3RUW�&RQILJXUDWLRQ
SERIAL PORT CONFIGURATION:

 Baud Rate:        38400

 Baud Offset:      0

 Parity:           NONE

 Stop:             1 Bit

 COM1 Interface:   rs232

 COM2 Interface:   rs232

 Operational Mode: Point-to-Point

SET SERIAL PORT CONFIGURATION:

 1  Baud Rate         [0=57600, 1=38400, 2=19200, 3=9600

                       4=4800,  5=2400,  6=1200,  7=600,  8=300]

 2  Baud Offset       [0=-2.4%, 1=-1.2%, 2=0, 3=+1.2%, 4=+2.4%]

 3  Parity bit        [0=None, 1=Odd, 2=Even, 3=Mark, 4=Space]

 4  Stop bits         [0=1bit, 1=2bits]

 5  COM1 Interface    [0=rs232, 1=rs485/4-wire]

 6  COM2 Interface    [0=rs232, 1=rs485/4-wire]

 7  Operational Mode  [0=P2P, 1=MP-Master, 2=MP-Slave]

 0  -- Return to previous menu.

EXAMPLE: To set the baud rate to 9600

   => 1 3

Enter Command =>

����� &LSKHU�&RQILJXUDWLRQ
CIPHER CONFIGURATION:

 Encrypt/Decrypt: enabled

 AES Key Size:    128-bits

 AES Key: 00000000000000000000000000000000

SET CIPHER CONFIGURATION:

 1  Encrypt/Decrypt   [0=disabled, 1=enabled, 2=DCD2 enabled,

                       3=DCD1 & DCD2 enabled]

 2  AES Key Size      [0=128-bits, 1=192-bits, 2=256-bits]

 3  AES Key

 4  Key Control       [0=Hide, 1=Show/Randomize]

 0  -- Return to previous menu.

EXAMPLE: To set the AES Key

   => 3 0123456789abcdef

Enter Command =>
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����� &RQILJXUDWLRQ�$FFHVV
CONFIGURATION ACCESS:

 Web Configuration:    ENABLED

 Telnet Configuration: ENABLED

 Firmware Upgrade:     ENABLED

 User ID:

 Password:

SET CONFIGURATION ACCESS:

 1  Web Configuration    [0=ENABLED, 1=DISABLED]

 2  Telnet Configuration [0=ENABLED, 1=DISABLED]

 3  Firmware Upgrade     [0=ENABLED, 1=DISABLED]

 4  Set User ID and Password [userid password]

 5  Clear User ID and Password

 0  -- Return to previous menu

EXAMPLE: To set User ID to root, password toor

   => 4 root toor

Enter Command =>

����� 'LVSOD\�&RQILJXUDWLRQ�6HWWLQJV
Serial Encrypter: V1.0

LOCAL UNIT CONFIGURATION:

 Local Address: 205.166.54.254       MAC Addr: 00:60:E9:02:60:CB

 Gateway Address: (NOT SET)          Subnet Mask: 255.255.255.0

SERIAL PORT CONFIGURATION:

 Baud Rate:        38400

 Baud Offset:      0

 Parity:           NONE

 Stop:             1 Bit

 COM1 Interface:   rs232

 COM2 Interface:   rs232

 Operational Mode: Point-to-Point

[Press any key to continue]

CIPHER CONFIGURATION:

 Encrypt/Decrypt: enabled

 AES Key Size:    128-bits

 AES Key: 00000000000000000000000000000000

CONFIGURATION ACCESS:

 Web Configuration:    ENABLED

 Telnet Configuration: ENABLED

 Firmware Upgrade:     ENABLED

 User ID:

 Password:

[Press any key to continue]

CURRENT STATISITCS:

 Network packets received:    10676

 Network packets transmitted: 270

 Network packet errors:       0

 COM1 bytes received: 6584920

 COM2 bytes received: 6584936

[Press any key to continue]
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����� $OJRULWKPV�7HVW
ALGORITHM TESTS:

 Time Source..........OK

 AES PRNG Test........Passed

 AES Key Test.........Passed

[Press any key to continue]
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��� (WKHUQHW�0DQDJHPHQW
)RU�D�FRQQHFWLRQ�GLUHFWO\�WR�D�3&��XVH�DQ�(WKHUQHW�FURVVRYHU�FDEOH���'&%��SDUW
QXPEHU�����������,I�FRQQHFWLQJ�WR�DQ�(WKHUQHW�KXE�RU�VZLWFK��XVH�D�VWUDLJKW�WKURXJK
(WKHUQHW�FDEOH���3DWFK�&RUG�

����� 7HOQHW
7HOQHW�VFUHHQV�DUH�LGHQWLFDO�WR�WKH�VHULDO�VFUHHQV

����� %URZVHU�VFUHHQV�
127(

&RQWH[W�VHQVLWLYH�+(/3�LV�DYDLODEOH�IRU�HDFK�EURZVHU�VFUHHQ�

0DLQ�VFUHHQ
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&RQILJXUH�&LSKHU�VFUHHQ

:KLOH�WKH�66(V�ZLOO�ZRUN�ULJKW�RXW�RI�WKH�ER[�LW�LV�VXJJHVWHG�WKDW�WKH�$(6�.H\�EH
FKDQJHG�WR�SURYLGH�DGHTXDWH�VHFXULW\���7KH�HDVLHVW�ZD\�WR�GR�WKLV�LV�WR�VHOHFW
*HQHUDWH�5DQGRP�.H\�LQ�WKH�DERYH�VFUHHQ�DQG�FOLFN�6DYH���$IWHU�WKH�FRQILJXUDWLRQ�LV
VDYHG��FOLFN�%DFN�WR�YLHZ�WKH�UDQGRPO\�JHQHUDWHG�NH\���1RZ�&RS\�WKH�NH\�DQG�3DVWH
LW�LQWR�DOO�RWKHU�66(V�WKDW�ZLOO�RSHUDWH�RQ�WKH�VDPH�QHWZRUN�

6DYH�VFUHHQ
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&RQILJXUH�6HULDO�VFUHHQ
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&RQILJXUH�/$1�VFUHHQ



17

&RQILJXUH�$FFHVV�VFUHHQ



18

&RQILJXUDWLRQ�6XPPDU\�VFUHHQ
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$OJRULWKP�7HVW�VFUHHQ
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351*�7HVW�9HFWRU�VFUHHQ
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$(6�7HVW�9HFWRU�VFUHHQ
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3RUW�$FWLYLW\�VFUHHQ
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�� ,17(5)$&(�6,*1$/6�$1'�&$%/,1*

��� ,QWURGXFWLRQ
7KH�VHULDO�SRUWV�RQ�WKH�66(�FDQ�EH�HLWKHU�56�����RU�56��������ZLUH����7KH�FRQILJXUDWLRQ
LV�FKDQJHG�XVLQJ�WKH�VHULDO�SRUW�FRQILJXUDWLRQ�PHQX�
7KH�GHIDXOW�VHWWLQJ�LV�56�����

��� 56�����3RUW�,QWHUIDFH��'(��3�
3LQ 6LJQDO ,Q�2XW
� &DUULHU�'HWHFW ,1
� 5HFHLYH�'DWD ,1
� 7UDQVPLW�'DWD 287
� 'DWD�7HUPLQDO�5HDG\ 287
� 6LJQDO�*URXQG ����
� 'DWD�6HW�5HDG\ 127�86('
� 5HTXHVW�WR�6HQG 287
� &OHDU�WR�6HQG ,1
� 127�86('

����� ,QWHUQDO�56�����6LJQDO�3DWKV�7KURXJK�WKH�66(
&RP�� &RP��
7['� �������������������������5['
5['!������������������������!7['
576��������������������������&76
&76!������������������������!576
'75� ������������������������'&'
'&'! �����������������������!'75
'65 ,JQRUHG ��'65

��� 56�������:LUH�,QWHUIDFH��'(��3�
3LQ 6LJQDO ,Q�2XW
� 127�86('
� 7[� 287
� 5[� ,1
� 127�86('
� *URXQG ����
� 127�86('
� 5[¥ ,1
� 7[¥ 287
� 127�86('
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��� &DEOHV

7KH�56�����VHULDO�SRUWV�RQ�WKH�66(�DUH�FRQILJXUHG�DV�'DWD�7HUPLQDO�(TXLSPHQW
�'7(����7KLV�LV�WKH�VDPH�FRQILJXUDWLRQ�XVHG�RQ�3&�&20�SRUWV���7R�FRQQHFW�WKH�66(�WR
SHULSKHUDO�HTXLSPHQW��XVH�WKH�VDPH�FDEOH�WKDW�ZRXOG�EH�XVHG�WR�FRQQHFW�WKDW
HTXLSPHQW�WR�D�3&�&20�SRUW�

����� 7R�FRQQHFW�WKH�66(�FOHDU�VLGH�SRUW��&RP����WR�D�3&�&20�SRUW��XVH�WKH�VHULDO�FDEOH
SURYLGHG�

����� 7R�FRQQHFW�WKH�66(�HQFU\SWHG�VLGH�SRUW��&RP����WR�D����SLQ�PRGHP�GHYLFH��XVH�DQ
,%0�PRGHP�FDEOH���$YDLODEOH�IURP�'&%�DV�3�1���������

����� 7R�FRQQHFW�WKH�66(�HQFU\SWHG�VLGH�SRUW��&RP����WR�D���SLQ�PRGHP�GHYLFH��XVH�D
VWUDLJKW�WKURXJK���SLQ�PDOH�WR�IHPDOH�FDEOH���$YDLODEOH�IURP�'&%�DV�3�1���������

����� 7R�FRQQHFW�WKH�66(�WR�D�'&%�65���65���6HULHV�0XOWLSOH[HU�&RPSRVLWH�SRUW��XVH�WKH�IROORZLQJ
FDEOH���$GDSWHU�DYDLODEOH�IURP�'&%�DV�3�1��������

BLU

ORG

BLK

RED

GRN

YEL

BRN

WHT

RJ-45

1

2

3

4

5

6

7

8

DE-9S

NC

NC

7

5

2

3

1,8

4

����� 7R�FRQQHFW�WZR�66(V�EDFN�WR�EDFN�IRU�EHQFK�WHVWLQJ��XVH�WKH�VHULDO�SRUW�VHWXS�FDEOH
SURYLGHG�
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�� 7528%/(6+227,1*

:KHQ�WURXEOHVKRRWLQJ�SUREOHPV��D�UDWLRQDO�SODQ�FDQ�VDYH�\RX�PDQ\�KRXUV�RI
IUXVWUDWLRQ���7KH�IROORZLQJ�LV�D�EULHI�RXWOLQH�RI�VWDQGDUG�WURXEOHVKRRWLQJ�SURFHGXUHV�

�� *DWKHU�WKH�IDFWV�WR�GHWHUPLQH�WKH�H[DFW�QDWXUH�RI�WKH�SUREOHP�
�� 'UDZ�D�SLFWXUH�RI�WKH�V\VWHP�VKRZLQJ�WKH�HTXLSPHQW�DW�ERWK�WKH�KRVW�DQG

UHPRWH�HQGV�DQG�WKH�SKRQH�OLQHV�RU�LQ�KRXVH�ZLULQJ���8VH�WKLV�DV�D�UHIHUHQFH
WR�QRWH�\RXU�REVHUYDWLRQV��WHVW�VWHSV�DQG�WHVW�UHVXOWV���$�SLFWXUH�NHHSV�\RX
IRFXVHG�DQG�RIWHQ�VDYHV�GXSOLFDWH�HIIRUW�

�� 5HFRUG�WKH�IURQW�SDQHO�LQGLFDWLRQV�EHIRUH�FKDQJLQJ�DQ\WKLQJ���7KLV�LV�DQ
LPSRUWDQW�SDUW�RI�IDFW�JDWKHULQJ

�� ,I�\RX�FKDQJH�DQ\WKLQJ��FKDQJH�RQO\�RQH�WKLQJ�DW�D�WLPH�
�� 5HFRUG�\RXU�UHVXOWV�
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�� :$55$17<

7KLV�'&%�SURGXFW�LV�ZDUUDQWHG�WR�EH�IUHH�RI�GHIHFWV�LQ�PDWHULDOV�DQG�ZRUNPDQVKLS
IRU�WZR�\HDUV���'DWD�&RPP�IRU�%XVLQHVV��,QF��ZLOO�UHSDLU�RU�UHSODFH�DQ\�HTXLSPHQW
SURYHQ�WR�EH�GHIHFWLYH�ZLWKLQ�WKH�ZDUUDQW\�SHULRG���$OO�ZDUUDQW\�ZRUN�LV�)�2�%�
&KDPSDLJQ��,/���7KLV�ZDUUDQW\�LV�H[FOXVLYH�RI�DEXVH��PLVXVH��DFFLGHQWDO�GDPDJH��DFWV
RI�*RG�RU�FRQVHTXHQWLDO�GDPDJHV��HWF���'&%�OLDELOLW\�VKDOO�QRW�H[FHHG�WKH�RULJLQDO
SXUFKDVH�SULFH�
$OO�HTXLSPHQW�UHWXUQHG�IRU�UHSDLU�PXVW�EH�DFFRPSDQLHG�E\�D�5HWXUQHG�0DWHULDO
$XWKRUL]DWLRQ��50$��QXPEHU���7R�UHFHLYH�DQ�50$�QXPEHU��FDOO���������������
EHWZHHQ�WKH�KRXUV�RI���$0�DQG���30�FHQWUDO�WLPH��(TXLSPHQW�PXVW�EH�VKLSSHG
SUHSDLG�WR�'&%�DQG�ZLOO�EH�UHWXUQHG�DW�'&%
V�H[SHQVH�

6KLS�UHWXUQHG�LWHPV�WR�
'DWD�&RPP�IRU�%XVLQHVV
�����&RXQW\�5RDG�����(
'HZH\��,/������
$771���50$��QXPEHU�

'DWD�&RPP�IRU�%XVLQHVV��,QF�
32�%R[�����
&KDPSDLJQ��,/�����������
7HO ��������������
)D[ ��������������
(PDLO VXSSRUW#GFEQHW�FRP


