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Introduction

This guide steps through the process of adding a self-signed web certificate to a Windows computer
certificate store. The purpose is to eliminate the security warning, displayed by the web browser, when
connected to the device. Once the certificate is installed, it can serve as verification that you are
communicating with your device and not an impostor device.

The method here will work with any web browser that utilizes the Window’s certificate store. This
includes Edge, Explorer, and Chrome. Firefox does not utilize the Window’s certificate store. The
self-signed certificate can be similarly imported into the Firefox certificate store using it’s internal
certificate manager. However, it will continue to display a security warning although it will no longer
ask for an exception.

1: Generate a new web certificate for the unit. Give it a unique name and include the unit’s IP address
in the certificate. Up to two IP addresses may be added. Submit the form and then activate and store
the changes. This will result in another security error from the web browser.
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MENU

Quick Setup

Administration <:| DCB Tunnel
Admin_Password My Company
Access_Control My Department
Web Server Firewall
Generate_Web_Cert. <:| My State
Password Rules My Town
Upload_Banner 192.168.1.62 | £
Set_Clock
Set Name
Remote Syslog
Set_All Defaults
Config File
Firmware_Upgrade
Saratem Rehant




2: Export the unit’s web certificate to the local computer. Start by viewing the Site Information.
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View site information

Quick Setup
Administration
Ethernet Tunnel
LANI (trusted)
LAN? (untrusted)
LAN3 (untrusted)
Switch Ports
Serial

Tools

Status
Activate_Changes
Store_Configuration

4: View detailed information regarding the warning.

Con't enter any sensitive information on this site (for
example, passwords or credit cards). It could be stolen

by attackers. Click Here

You have chosen to turn off security warnings for this site.
Turn on warnings

Permissions for this site

Lacation © Allow (defau... v

Cookies and site data

Tracking prevention for this site (Balanced)

Trackers (0 blocked)




4: View the certificate.

< Your connection to this site isn't secure B X

The certificate for this site is not valid. Click here ﬁ

Because this connection is not secure, information (such as
passwords or credit cards) will not be securely sent to this site and
may be intercepted or seen by others.

We suggest you don't enter personal information into this site or
avoid using this site.

Learn more




5: The certificate can now be exported to the local PC. Make a note of where the certificate was stored

on the PC. The Downloads folder is the usual location.

Certificate Viewer: DCB Tunnel

General | Details <:| Select the Details tab.

Quick Setup
Administration
Ethernet Tunnel
LANI (trusted)
LAN? (untrusted)
LAN3 (untrusted)
Swiitch Ports

Serial

Tools

Status
Activate_Changes
Store_Configuration

Certificate Hierarchy

DCE Tunnel

Certificate Fields

v DCE Tunnel
+ Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
= Validity

Not Before
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Field Value

Click on export E>




6: Open the PC’s certificate manager.
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Administration DCE Tunnel Seral ~ DCB Tunnel
§ Ethernet Tunnel Tools Certificate
: LAN]1 (trusted) Status Version
s o Activate Changes

All Apps Documents Settings

Best match

F Manage computer certificates Open the certificate
Control panel manager [}
o

Settings il
Manage computer certificates

I, Manage user certificates Control panel

&, Manage file encryption certificates

Folders (2+) = open

Photos (1+)

Documents - This PC (17+)

File Action View Help

% H = HF

[ Certificates - Local Computer # Logical Store Name A
| Personal | Personal
~| Trusted Reot Certificati - - -
M ru & __DD ertmeation | Trusted Root Certification Authorities
| Certificzr==

| Enterprise T All Tasks > Import... C: 3
uthorities

| Intermediat
— Refresh -
= Trusted Pub sted Publishers

| Untrusted C Help itrusted Certificates

| Third-Party Raot Certifical we=rwnird-Party Root Certification Authorities

| Trusted People | Trusted People

“I Client Authentication lssu _| Client Authentication lssuers

| Preview Build Roots ~| Preview Build Roots

| Test Roots | Test Roots

" AAD Token lssuer | AAD Token Issuer

| Other People _| Other People

~| e5IM Certification Authori | SIM Certification Authorities

“| Horegroup Machine Cer “| Homegroup Machine Certificates

1 acal ManBemnahle Card © || c= oo - e e s
< > < >

Add a certificate to a store

1: Click en Trusted Root
Certification to expand.

2: Right-click on Certificates and
select All Tasks -> Import



8: The Certificate Import Wizard will guide you through the process.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Mext,

=

9: Locate and choose the certificate we downloaded from the unit.

File to Import
Spedfy the file you want to import.
Browse and locate previously

. downloaded certificate.
File name:

C:'\Wsers'\mschank'\Downloads\DCB Tunnel.art | | Browse. .. IC:

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

MNext Cancel




10: Manually select the Trusted Root Certification Authorities store.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
¢ @Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities | Browse...

Browse and select Trusted
Root Certificate Authorities

Then click next |:> Cancel

11: Finish the import.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

o=t e T e RESE  Trusted Root Certification Authorities

Content Certificate
File Mame C:\Users'mschank\Downloads\DCB Tunnel.crt

Click Finish Co» [ Fimsh | | Cance




12: The web browser will replace the Not secure designation with a padlock icon.
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Quick Setup
Administration
Ethernet Tunnel
LANI (trusted)
LAN? (untrusted)
LAN3 (untrusted)
Switch Ports
Seral

Tools

Status
Activate_Changes
Store_Configuration

If you have the need to remove or replace a certificate, use the System Certificate Manager to locate the
old certificate and to delete it.

File Action View Help
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@ Certificates - Local Computer A || |ssyed To - Issued By -~
> [ Personal - G ARA Certificate Services AAA Certificate Services
~ || Trusted Root Certification

[l AddTrust External CA Root AddTrust External CA Root

el EOpen the Trusted Rood Certification

5 || Enterprise Trust _ o o
o [ Intermediate Certification EAuthorities - Certificates. Then locate the
5 [ Trusted Publishers E:Je.r’h'fi cate by it's name. : .
& = catio...
> ﬁ Unt'lmed Cerllflcaiﬁ ldes ruuR . h . ne rl"llﬂly werurh
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> |j Third-Party Root Certifical g 15A Certification Auth...
» [ Trusted People c) 1997 Microsoft Corp.
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5 || Preview Build Roots 55/ DCB Tunnel XT-6632_ P T-6622_41
% [ TestRRoots [§| DigiCert Assured 1D Ri All Tasks > fed ID Root CA
5[] AAD Token lssuer = DigiCert C5 RSA4096 | A4006 Root G5
3 [ Other People I DigiCert Global Root ( Eut I Root CA
5 [] €SIM Certification Authori = DigiCert Global Root ¢ Copy | Root G2
> [ Homegroup Machine Cer || (] DigiCert Global Root ( Delete (::I | Root G3
P T N T i o | e . —— b
g o < Properties >
Trusted Root Certification Authorities store contains 65 certificats Help




Firefox notes:

Firefox automatically stores “exceptions” to its certificate store. Once the exception has been added for
a site, it will no longer ask for confirmation to continue to a site. However, it will continue to show a
padlock with an ‘!’ to indicate an exception has been added fro the site. There is no need to perform
the steps shown below as they do not change the behavior of Firefox. These notes are simply reference
of how to access the Firefox certificate manager.

Opening the Firefox certificate manager.

L= C o @ Firefox  about:preferences#privacy o Q, Search hA @)’ 9 =

£t Most Visited &) Getting Started [ WinSock B Live stream by on WP.., . 8.5 The River EdgeRouter - TFTP Rec... e Analog Circuits | Circu.., &) Unicode Converter - e... »» [ Other Bockmarks
N

" P
Open " Settings O Find in Settings Scroll-dewn

@ General Security @

@ Home Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content Learn more
Q Search

. Block dangerous downloads
‘5 ) ) Click-on
Privacy & Security <:I Warn you about unwanted and uncommon software
Q Sync
- o] th tificat

oo Certificates pen the cerfiticate
Firefox Labs manager

Que_r}f OCSP responder servers to confirm the current validity of View Certificates...
m More from Mozilla certificates

Security Devices...
Allow Firefox to automatically trust third-party root certificates you install Learn more
HTTPS-Onlv Made
Certificate Manager X
Select
Your Certificates Authentication Decisions Peaple Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Security Device B
v ACCV "
ACCVRAIZ1 Builtin Object Token

~ Actalis S.p.A/03358520967
Actalis Authentication Root CA Builtin Object Token
~ AddTrust AB
COMODOQ RSA Certification Auth... Software Security Device

Import...
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Browse and locate the exported certificate. Use it to identify websites.

Certificate Manager X

* Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

8]

" for the following purposes?

. Trust this CA to identify websites,

D Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

E> Cancel

COMODOQ RSA Certification Auth... Software Security Device

View... Edit Trust... Import... Export... Delete or Distrust...

a

Exit the certificate manager.

Certificate Manager X

Your Certificates Authentication Decisions Peaple Servers Autharities

You have certificates on file that identify these certificate authorities

| Certificate Name | Security Device i}

DCB Tunnel 42 Software Security Device “
DCB FT-6602 Software Security Device
UT-3302 Server Tunnel Software Security Device
DCB Tunnel Software Security Device
DCB Tunnel XT-6632_41 Software Security Device
XT-hEX-badboy Software Security Device

w

View... Edit Trust... Import... Export... Delete or Distrust...

Exit the certificate manager |:> m
)

As always, if you have any problems, phone or email DCB Tech Support.




